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Ransomware

What kind of illicit activities is Bitcoin used for?

Scams Money laundering

Darknet markets Sextortion Other...



Bitcoin use for illicit activities is widespread and turns 
over large sums of money.

Therefore, we argue that it is important to
shine a light on the Bitcoin patterns associated with 
different illicit activities.

These activities have increasingly negative societal 
effects, affecting large number of victims, often 
preying on the weak.
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Aggregate High-Level Characterization

• How successful is each address?

• Model of the tail distribution



How Successful is Each Address? / High Skew

• All 83k addresses received 31M bitcoins

• Top-10 together received 55%

• Top-100 together received 96%

• Top-1000 together received 99.8%



How Successful is Each Address? / High Skew

• All 83k addresses received 31M bitcoins

• Top-10 together received 55%

• Top-100 together received 96%

• Top-1000 together received 99.8%



How Successful is Each Address? / Big Hitters



How Successful is Each Address? / Big Hitters

Top address has received 3M bitcoins ~ $79B

• Comparable to the GDP of Luxemburg

• Trading investment scam

Organized Bitcoin scam group

• Worldwide

• "Investment in terror"



How Successful is Each Address? / Big Hitters

Top address has received 3M bitcoins ~ $79B
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Organized Bitcoin scam group

• Worldwide

• "Investment in terror"
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/ The Most Common Cases

67% of the reported addresses received 
no bitcoins at all.

Among the addresses that received 
some funds, most received 0.01–100 
bitcoins (~ $260–$2.6M).
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but the pure power-law has a lower Kolmogorov-
Smirnow distance.
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Category-Based High-Level Characterization

• High-level comparison

• Transactions-based analysis

• Report frequencies



High-Level Comparison

Note: log-scale
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• Blackmail scam and Sextortion are the most highly reported (red) but also among the three lowest receiving 
categories (blue).

• Ransomware, Darknet markets, and particularly Other receive much more (blue), but are reported less (red).
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Fraction of Addresses Not Attracting Any Funds

Fraction receiving no bitcoins:

• Sextortion 93%

• Blackmail scam 79%

• Ransomware 72%

• Bitcoin tumbler 12%

• Other 10%

• Darknet markets 6%



Distribution comparisons

• Per-category basis, the CCDFs become significantly more power-law-like

• Power-law fitting confirms this

• The slopes are similar, instead the difference lies in the relative shift to each other
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• “Other” includes many of the highest 
receiving addresses
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Temporal Analysis

• Longitudinal timeline

• Time of the week

• Initial report date analysis



Longitudinal Timeline / High-Level

• Bitcoin Abuse Database was created in 2017 and gained popularity in late 2018.
Remain relatively steady at an order of 100’s per day.

• A substantial (roughly 100x) increase to 10,000 bitcoins received per day, over a 
three-year period (2019–2022).
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The biggest spike was on April 16th, 2020.

• 11K reports (roughly 100x daily average)

• Both US and Australian governments warn 
about a particular style of scam email around 
the same time

• A lot of the reports are clearly talking about 
the same type of attack
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• Addresses are reported around the time that 
their incoming transaction count is high

• Indicating, the first report often is made around 
the time of the abuse’s highest activity

• This may be a reflection of a significant portion 
of the addresses only being used for specific 
attacks

• Darknet markets follow this pattern the least, 
Ransomware the most
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Following the Money

• Why

• Methodology

• One-step concentration or dispersion

• Multi-step analysis



Why?

• Nearly all reported addresses have sent as many
bitcoins as they received, leaving a balance of 
zero

• Suggesting these addresses are typically not used 
to store their gains
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Methodology

• Scope of analysis: Studying and comparing potential concentration or dispersion for 
different abuse categories

• Challenging case and our solution: Transactions may have multiple inputs and outputs
– a melting pot. For this part of the analysis, we only use transactions where the sender and 
receiver is known.
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One-Step Concentration or Dispersion

• The overwhelming majority are not visibly related when tracing the money one-step (97-99%)

• Suggesting high dispersion

• However, all categories has at least one address with a node in-degree over 100

• Significant difference between categories
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Multi-Step Analysis

• Is money shuffled around a couple of steps 
only to collect a few steps later?

• We tracked an equal amount of “penny flows”
as bitcoins were moved five steps deep

• 250 random reported address from each 
category

• Random “penny flow” from each
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Multi-Step Analysis

• Fewer addresses with the minimum in-degree, compared to the one-step analysis (from 97-99% to 83-89%)

• Bitcoin tumbler stands out with higher node degrees. Suggesting fewer actors involved in tumbling.

• Perhaps because of the higher effort required, compared to Blackmails scams (which has the lowest node 
degree)
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